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Abstract

The convergence of operational technology (OT) and information technology (IT),
accelerated by Industry 4.0 paradigms, has exposed deterministic industrial control
networks to a heterogeneous and rapidly evolving threat landscape. Conventional
general-purpose virtual private network (VPN) solutions, designed for office traffic
patterns, are demonstrably inadequate for the latency, availability, and segmentation
requirements of industrial automation and control systems (IACS). This whitepaper
presents a peer-review-grade analysis of the Modibus remote-access and Industrial
Internet of Things (I10T) gateway platform — comprising the MB213 edge gateway and
the WR-401/ WR-402 wireless routers — manufactured by ModibusTech OU (Estonia).
We characterise the platform along four orthogonal dimensions: (i) a Zero-Trust
transport architecture aligned with NIST SP 800-207 and ISA/IEC 62443; (ii) a packet-
level USB and SOIP virtualisation pipeline that brings legacy field equipment into a
modern cryptographic envelope without firmware modification; (iii) an OCl-compliant
edge container runtime that uses Linux namespaces, control groups (cgv2), and Linux
Security Modules (LSM) to isolate customer workloads from the network-control
plane; and (iv) a regulatory-by-design compliance posture covering ISO/IEC 27001,
ISO/IEC 27012, the sector-specific requirements addressed by the ISO/IEC 27000-
series, IEC 62443-1, ISO 9001, and ISO/IEC 27701. A STRIDE-based threat model and an
illustrative  MTTR / total-cost-of-ownership (TCO) analysis are presented to
demonstrate that the architectural choices are not only defensible against current
attacker capabilities but yield a measurable economic dividend, with first-year return-
on-investment ranges drawn from published industry benchmark studies indicating
consistently sub-annual payback periods across the segments examined.

Keywords — Industrial cybersecurity; lloT gateway; Zero-Trust architecture; ISA/IEC
62443; SOIP; edge computing; container isolation; mutual TLS; PKIl; MTTR; OT/IT
convergence.
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1. Introduction and Vision

1.1 Executive Summary

Industrial automation has moved through three distinguishable phases of remote
access. In the first phase (1990-2005), dial-up modems and proprietary point-to-
point links provided occasional vendor support sessions, with confidentiality and
integrity assured almost entirely through physical isolation and obscurity. The second
phase (2005-2015) introduced general-purpose IT VPNs — typically OpenVPN,
IPsec/IKEvV2 or SSL-VPN gateways — connecting engineering workstations to plant
networks. While cryptographically sound at the transport layer, these architectures
inherited the assumption of a flat, trusted internal network: once a VPN client
successfully authenticated, it received broad reachability into the control system. The
third and present phase, accelerated by Industry 4.0 and the Industrial Internet of
Things (IloT), demands continuous, software-defined, identity-aware connectivity
between widely distributed assets and cloud-resident analytics, with security
guarantees that hold even in the explicit presence of an adversary on the transport
network (Rose et al., 2020).

Modibus addresses this third-phase architecture with a hardware-grounded, cloud-
mediated, standards-aligned platform. Field-side hardware (MB213, WR-401, WR-402)
terminates legacy field-buses, virtualises USB and serial endpoints over IP, hosts
customer-defined edge workloads in isolated containers, and establishes outbound-
only, mutually-authenticated TLS 1.3 tunnels to a sovereign EU-resident broker. The
cloud layer mediates session establishment, identity, attribute-based access control,
message-bus telemetry, and over-the-air (OTA) lifecycle management, while never
gaining transitive access to plant assets without an explicit per-session policy decision.

1.2 The Transformative Power of lloT in Smart Manufacturing

The economic and operational case for lloT-enabled production has been elaborated
extensively in both the practitioner and academic literature (Boyes et al,, 2018; Sisinni
et al,, 2018). Three transformations are most consequential. Predictive maintenance
displaces calendar-based servicing through continuous condition monitoring,
reducing mean-time-to-failure variance and avoiding catastrophic mode transitions.
Closed-loop quality control exploits high-resolution telemetry to correlate process
parameters with downstream defect rates, enabling sub-batch parameter
adaptation. Finally, multi-site fleet management reframes the plant from a self-
contained island to a node in a federated production network, where firmware,
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recipes, and operational policies propagate from a central change-control authority
under formal release management.

Each of these transformations presupposes durable, low-latency, and bidirectional
connectivity to assets that were never engineered for adversarial network exposure.
Programmable logic controllers (PLCs), human-machine interfaces (HMIs), variable-
frequency drives, and specialised analytical instruments often run vendor real-time
operating systems whose security architecture predates contemporary cryptographic
norms. The role of an industrial gateway such as Modibus is therefore not merely to
forward bytes; it is to interpose a modern cryptographic and policy boundary in front
of equipment that cannot defend itself, and to do so with sufficient determinism,
observability, and lifecycle assurance to satisfy compliance regimes that were
formulated for IT but are now expected of OT.

1.3 Scope and Methodology

This document is structured as a defensible technical reference rather than a
marketing brochure. Each architectural claim is followed by the specific control,
protocol, or standard that implements it. The threat model in §2 follows the STRIDE
taxonomy (Shostack, 2014) and is supplemented by an attack-tree decomposition in
the manner of Schneier (1999). Section 9 quantifies the techno-economic impact
through a parametric mean-time-to-repair (MTTR) model and a 36-month
cumulative-cost analysis benchmarked against a control group of fourteen
comparable deployments. References follow APA-7 conventions and emphasise
primary standards documents and peer-reviewed sources.
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. The Threat Landscape and Problem Definition

2.1 Overlooked Cyber Risk in Production Infrastructure

Industrial control system incidents documented over the last decade — from Stuxnet
(2010) through Industroyer/CrashOverride (2016), Triton/TRISIS (2017), and the Colonial
Pipeline ransomware event (2021) — share a small set of root-cause patterns.
Adversaries do not, in general, defeat strong cryptography at the wire level; they find
a soft entry vector in the IT/OT seam, pivot laterally through flat networks, and abuse
legitimate engineering protocols once inside (Stouffer et al., 2023). In every published
case, an unmanaged remote-access channel — a forgotten dial-up modem, an
unauthenticated VNC, an ageing IPsec endpoint with shared secrets — provided
either the initial foothold or the privileged path used during the attack’s late stages.

The European Union Agency for Cybersecurity (ENISA) has consistently ranked
supply-chain compromises and remote-services abuse among the top three threats
to operational technology (ENISA, 2023). The same report observes that ransomware
actors have shifted their dwell-time strategy: rather than detonate immediately, they
now reconnoitre OT segments for several weeks, exfiltrate process documentation,
and weaponise downtime as the primary economic lever during negotiation. This
evolution makes any ungoverned remote-access surface an asymmetric liability: a
single mis-provisioned gateway can convert a routine operational nuisance into a
corporate-existential event.

2.2 STRIDE Threat Modelling for Industrial Remote Access

STRIDE — an acronym for Spoofing, Tampering, Repudiation, Information disclosure,
Denial of service, and Elevation of privilege — provides a principled enumeration of
trust violations that any remote-access architecture must rebut. Figure 2 enumerates
the inherent (pre-mitigation) risk for the six STRIDE categories applied to the six
principal Modibus assets, alongside the residual risk after the platform’s controls are
applied. The methodology follows Microsoft's adaptation of STRIDE for distributed
systems (Howard & Lipner, 2006) and is evaluated against the Common Vulnerability
Scoring System (CVSS v3.1) where quantitative ratings are referenced.
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Figure 2. STRIDE Threat Model: Modibus Attack Surface Analysis

Inherent Risk

Field Device Modibus MQTT Cloud API / Engineer Pre-mitigation
(PLC/HMI) Gateway TLS Tunnel Broker Web Console Workstation ( 9 )
|:| High
Spoofing High Med Med Med Low Med
I:I Medium
I:I Low
Tampering High Low Low Med Low Med
. Mitigated
Repudiation High Low Low Med Low Med
Information
Disclosure Med Low Low Low Low Med
Denial of High Med Med Med Med Med
Service 9
Elevation of High Low Low Med Low Med

Privilege

Cell value = residual risk after Modibus controls (Zero-Trust mTLS, Secure Boot, RBAC, segmentation, signed OTA).

Figure 2. STRIDE residual-risk matrix across the six principal Modibus trust boundaries. Cells reflect
post-mitigation risk after the controls described in §§ 3-6 are applied.

2.2.1 Attack-tree decomposition

Figure 3 decomposes the canonical adversary goal — injection of a malicious set-point
into a field PLC by way of the remote channel — into three intermediate goals: (G1)
compromise of engineer credentials, (G2) subversion of Modibus gateway firmware,
and (G3) man-in-the-middle attack against the TLS tunnel. Every leaf attack is paired
with the specific countermeasure that defeats or substantially raises the cost of the
corresponding attack.
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Figure 3. Attack Tree — Goal: Manipulate PLC Set-points via Remote Path

ROOT GOAL
Inject malicious set-point
into field PLC
Fl: Compromise engineer credentials G2: Subvert Modibus gateway firmwarg G3: MITM the TLS tunnel
Phishing / Credential Workstation Supply-chain Physical Container CA private- Downgrade Replay of
Social eng. stuffing malware compromise flash dump escape key theft attack packets
A4 v v v v v v v v
Defeated by Mitigated by Detected by ||  Defeated by Defeated by Mitigated by Dofeniedy Defeated by Defeated by
FIDO-2 MFA rate-limit + RBAC|| EDR + audit log signed firmware encrypted rootfs [$eccomp + cgroup! pinning TLS 1.3 only AEAD nonces

Legend: Red = Adversary goal Yellow = Sub-goal Blue = Attack vector ~Green = Modibus countermeasure

Figure 3. Attack-tree decomposition for the canonical goal of remote PLC set-point manipulation,
mapped to Modibus countermeasures.

2.3 The Real Cost of Unplanned Downtime

The economic case for hardened remote access cannot be made through security
framing alone; the operations community evaluates investments through availability
and through mean-time-to-repair (MTTR). Recent industry benchmarks place the
median cost of an unplanned production stop in discrete manufacturing at
approximately €12,000 per hour, with the 90th percentile exceeding €260,000 per
hour for high-throughput automotive lines (ARC Advisory Group, 2023). Process
industries (pharmaceutical, chemical, semiconductor) typically incur even higher per-
incident costs because of batch-loss, regulatory re-validation, and safety-
instrumented-system trip recovery.

Equation (1) presents the canonical annualised loss model employed throughout this
document:

L_annual = N-MTTR -C_h

where N is the annual count of critical incidents, MTTR is the mean wall-clock time
to restoration (in hours) and C_h is the loss rate per hour of downtime. The
decomposition in Figure 4(a) demonstrates that the dominant contributor to MTTR
under conventional support models is the “travel” component — the wall-clock time
between escalation and on-site arrival of qualified personnel — which Modibus
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eliminates entirely. Figure 4(b) plots the resulting annualised cost surface as a
function of incident frequency.

Figure 4. MTTR-Driven Downtime Cost Model

(b) Annualised Downtime Cost

(a) MTTR Decomposition (at €12,000/h production loss)
250 72T 2500

[Tntal: 500 min - 66 min (87% redu:tinn)]
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500 A

ol L0SSanmuni = N - MTTR -G
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Detect Triage Travel Diagnose Resolve 5 10 15 20 25
Critical incidents per year

Figure 4. Decomposition of the MTTR phases (a) and corresponding annualised downtime cost (b)
under legacy and Modibus-mediated support models. The 87 % MTTR reduction observed in (a)
propagates into a near-order-of-magnitude reduction in expected annual loss.

2.4 Limitations of Conventional VPN Architectures

Generic IT-class VPNs — |IPsec, OpenVPN, and SSL-VPN deployments alike — exhibit
four structural limitations when transposed to industrial use:

(i) Flat reachability after authentication. Once the VPN concentrator authenticates
a peer, the peer typically obtains routed access to large segments of the OT network,
in violation of the segmentation principle codified in IEC 62443-3-3 SR 5.1 (IEC, 2013).

(ii) Inbound port exposure. Most VPN concentrators terminate inbound connections,
requiring at least one publicly reachable UDP or TCP port. This port becomes a
continuous reconnaissance target and contradicts the firewall-friendly outbound-
only posture preferred by IT security teams.

(iii) Identity-to-network coupling. Per-user policy is typically expressed as routing
rules and ACLs, which are difficult to reason about at scale and which decay rapidly as
personnel and assets change.

(iv) Opaque audit trail. Connection-level logging at the concentrator does not, in
general, capture the application-layer commands issued during a session, leaving an
evidentiary gap that frustrates post-incident forensics and contradicts ISO/IEC 27001
control A.8.15 (logging) (ISO/IEC, 2022a).
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Modibus addresses each of these failure modes through architectural choices
documented in §83-6: outbound-only sessions, per-asset micro-segmentation,
identity-bound transport credentials, and full session recording with tamper-evident

logging.
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3. Modibus Architecture and Topology

3.1 Solution Overview

Figure 1 presents the canonical end-to-end deployment topology. Three trust zones
are explicitly delineated: (a) the OT / field layer, conformant with Purdue Reference
Model levels 0-2 (Williams, 1992; ISA, 2007); (b) the public Internet, treated as
inherently hostile and entered only via outbound, mutually-authenticated sessions;
and (c) the Modibus cloud, hosted in the EU region under General Data Protection
Regulation (Regulation (EU) 2016/679) jurisdiction. The zones are connected by
precisely two cryptographic conduits: a device-to-cloud session originated by the
gateway, and a user-to-cloud session originated by the engineer or auditor. No
conduit ever spans engineer-to-device directly; every session is mediated and policy-
checked at the cloud rendez-vous broker.

Figure 1. Modibus End-to-End System Architecture

OT / Field Layer (Purdue Levels 0-2) Modibus Cloud (EU Region)

Rendez-Vous Broker
(STUN/TURN, Session Routing)

PLC
(Profinet) HMI / SCADA
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i Public Internet
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\ / / : Outbound TLS 1.3
i MQTT Broker
1 (Port 443 / UDP 1194)
1
1
1

>

[0

Telemetry & Time-Series DB

|
I
1
[}
[}
[}
: Mutual-Auth Tunnel
[}
1
|
|
[}
: (GDPR-compliant Storage)

Modibus Gateway
(MB213 / WR-401 / WR-402)

¢ Edge Container Runtime
* USB/Serial Virt.

Device Management

1
OAuth + mTLS OTA + Fleet Console

Remote Engineer / IT Auditor

1 1
1 1
| :
i I
1 1
1 1
1 1
1 1
1 1
| :
i I
1 1
1 1
1 1
1 1
1 1
[ 1
r (AMQP / TLS) i
1 1
1 1
1 1
1 1
1 1
| :
: .
1 1
1 1
1 1
1 1
1 1
- :
VPN Client « Web Console : :
1 1
1 1
1 1

[}
1
1
1
1
[}
[}
[}
[}
1
1
1
1
[}
[}
I
1
1
1
1
| USB-tether Modules
i Sensors (DI/DOJAI)
[}
[}
f \
1
1
1
[}
[}
[}
[}
1
1
1
1
1
1
1
1

e

Figure 1. End-to-end Modibus topology. The MB213 / WR-401/ WR-402 gateways present a single,
hardened east-west interface into the OT zone and a single, outbound-only north-south interface to
the EU-resident cloud.

3.1.1 Hardware platform

The MB213 is positioned as a fixed-installation industrial gateway with redundant
power input, hardware watchdog, and DIN-rail mounting. It is built on a hardened
Page 13 of 44
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embedded compute platform with a hardware-backed secure element for
cryptographic key storage, encrypted local storage, and dedicated industrial serial
and Ethernet interfaces alongside isolated USB host ports. The WR-401 and WR-402
extend the same platform with cellular and dual-band wireless connectivity
respectively, addressing mobile assets, temporary deployments, and brown-field
retrofits where structured cabling is unavailable. All three form factors share an
identical software platform, certificate hierarchy, and operational tool-chain, allowing
fleet-uniform policy enforcement irrespective of physical layer. The internal hardware
composition, board-level design, and operating-system image are proprietary and are
not described further in this document.

3.2 Defense-in-Depth and Zero-Trust

The Modibus security architecture rejects the legacy assumption of a single perimeter.
Following NIST SP 800-207 (Rose et al., 2020), every access decision is performed at
the time of the request, against a policy decision point that combines identity, device
posture, and contextual signal. Figure 5 enumerates the seven layered control planes;
Figure 11 expresses the same controls as concentric defense-in-depth envelopes. The
two views are complementary: Figure 5 captures the request-time logical flow, Figure
11 captures the simultaneous-presence assumption necessary for catastrophic-failure
analysis.

Figure 5. Modibus Zero-Trust Reference Architecture (NIST SP 800-207 aligned)

L1 — Hardware Root of Trust

Hardware-backed key store ¢ verified boot anchor « tamper protection

L2 — Device & Workload

Verified boot * signed firmware « OS-level workload isolation

Continuous
Verification
&

L3 — Network Segmentation

Micro-segmentation ¢ IEC 62443 zones and conduits
Audit Logging

L4 — Transport Security (SIEM,
GDPR-compliant

Mutually-authenticated transport with forward secrecy telemetry)

L5 — Policy Decision & Enforcement

Central policy decision point = continuous trust evaluation + step-up auth

L6 — Identity & Access
Federated identity « RBAC + ABAC + multi-factor authentication

L7 — Application & Data

Per-application policies « field-level confidentiality * APl governance

Core principle: Never trust, always verify — every request is authenticated, authorised, and encrypted, regardless of network location.
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Figure 5. Seven-layer Zero-Trust reference architecture. Each layer enforces an independent control;
defeating a single layer is necessary but never sufficient to compromise an end-to-end session.

Figure 11. Defense-in-Depth Concentric Model — Modibus Deployments

. L1 Physical / Site Security
Locked enclosures = tamper protection * access logs

L2 Network Perimeter

Outbound-only sessions = no inbound exposure

L3 Segmentation & Zoning (IEC 62443)
Conduits = micro-segmentation

L4 Identity & Access (RBAC + ABAC)

Multi-factor authentication » policy engine

L5 Data & Transport Encryption

Mutually-authenticated transport with forward secrecy

L6 Application & Workload

Workload isolation = signed images

L7 Asset (field device)
Verified boot * hardware-backed root of trust

Each ring represents an independent control; an end-to-end compromise
requires the simultaneous defeat of every layer.

Figure 11. Concentric defense-in-depth model. The asset (innermost ring) is reachable only after the
adversary has materially defeated every outer ring, in violation of the independent-failure assumption
used in fault-tree analysis.

3.2.1 Outbound-only, firewall-friendly transport

A consequence of Zero-Trust at the network layer is that the gateway never accepts
inbound connections from the Internet. The TLS 1.3 session is opened by the gateway,
originating from an ephemeral source port and destined to TCP/443 of the rendez-
vous broker. From the perspective of the customer's perimeter firewall, the gateway
is indistinguishable from any other HTTPS client; no inbound port-forwarding rule is
required. This property collapses one of the most exploited attack surfaces in legacy
VPN deployments — the publicly reachable concentrator — to zero.

3.2.2 Rendez-vous broker and session pairing

The broker holds two long-lived TLS sessions per active pairing: one to the gateway
and one to the engineer's workstation. Application-layer frames are forwarded
between the two sessions only after a policy decision authorises the specific (subject,
action, asset) triple, evaluated against attribute-based rules expressed in a declarative
policy language. Sessions are bound to time, IP-geography, and posture-attestation
windows; a positive decision is automatically revoked when any binding attribute
changes — for example, when the engineer's IP geolocation departs the policy-
permitted range.

. P 15 of 44
Secure Industrial Remote Access and lloT Edge Gateways age 150

CISO - IT/OT Architects - Compliance Officers - Senior Plant Engineers



Modibus Technical Whitepaper

.3 Cloud, Device, MQTT and UDS Data-plane

The user-facing terminology of “remote access” conceals a substantially richer data-
plane. Modibus carries five logically distinct flows over the same authenticated
transport: (1) interactive engineering sessions;, (2) MQTT-encoded telemetry,
compatible with Sparkplug B (Eclipse Tahu, 2024); (3) Unified Diagnostic Services
(UDS, I1SO 14229-1) traffic for automotive and heavy-vehicle ECUs; (4) container-
orchestration control plane; and (5) gateway management and OTA. Figure 6 presents
the four-lane sequence-style topology that governs flows (2) and (3), the two flows of
greatest engineering interest.

Figure 6. Modibus Data-Plane Flow — Device, MQTT Bus, Cloud Services, UDS Diagnostics

Field Device Modibus Gateway MQTT Broker (Cloud) Cloud Services
Modbus TCP / RS-485 » Edge container
raw process value = normalises to JSON
v
MQTT pub
QoS-2 publish | MQTT topic:
TLS 1.3 mTLS J l [sitefasset/metric
v

Broker auth via
client cert (CN=DevicelD)

Stream — Time-series
DB + analytics

v

UDS req

Topic /emd/<dev>/uds J< Er[l)%":::z trré%%s:t
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Figure 6. Data-plane sequence for MQTT telemetry and Unified Diagnostic Services. The same
outbound TLS session multiplexes both flows,; the broker enforces per-topic ACLs and per-command
UDS service-identifier policies.

3.3.1 MQTT and structured-telemetry alignment

Telemetry is published to a structured, multi-tenant topic hierarchy with reliable
delivery semantics, in alignment with mainstream industrial publish-subscribe
conventions. Every gateway is provisioned with a per-device cryptographic identity
that the broker binds to the topic prefix it is permitted to publish on, eliminating cross-
tenant topic spoofing as a class of vulnerability. Birth-and-death announcements
ensure that subscribers always have a coherent view of which devices are currently
online and what metric set is currently advertised, addressing one of the long-
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standing observability gaps of the underlying message-bus paradigm. The internal
topic-naming convention, retention policy, and broker-cluster topology are
operational details that are not described further in this document.

3.3.2 UDS over DolP for vehicle and heavy-equipment ECUs

For customers in the automotive, off-highway, and rail segments, Modibus tunnels
Unified Diagnostic Services (ISO 14229-1) and Diagnostic Communication over
Internet Protocol (ISO 13400-2). The edge agent translates between the on-vehicle bus
(CAN, CAN-FD or K-line) and the cloud-side DolP frame, while preserving the timing
windows that the diagnostic state machine requires. Service-identifier filtering is
enforced centrally: destructive diagnostic services — those capable of resetting an
ECU, modifying authentication state, writing identifiers, or transferring firmware — are
gated by step-up authentication and require a justified change-control ticket before
forwarding. The filtering policy and identifier set are configurable per tenant.
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4. USB and Serial Port Virtualisation over IP

4.1 Motivation: bringing legacy endpoints under a modern
envelope

A substantial portion of installed industrial equipment exposes its primary diagnostic,
configuration, or programming interface only through RS-232, RS-485, or USB.
Replacement is rarely commercially feasible; a 1990s-vintage rotary-press controller
may have a remaining service life of fifteen years and a replacement cost approaching
a million euros. Modibus therefore extends the cryptographic envelope to these
endpoints by encapsulating their wire-level frames inside the same authenticated
tunnel used for IP-native traffic, presenting a virtual COM port or virtual serial device
on the engineer's workstation that is byte-for-byte indistinguishable from a direct
serial cable.

4.2 Encapsulation pipeline

The platform implements two encapsulation paths. For USB endpoints, it builds on
standardised remote-USB transport semantics (Hirofuchi et al., 2005); for serial
endpoints, it builds on RFC 2217 (Clark, 2000) extended with explicit modem-control
signal mirroring, allowing applications that depend on DTR/DSR/RTS/CTS state
machines to function transparently. In both cases the wire-level frames produced at
the engineer side are wrapped within the same authenticated transport that carries
every other Modibus session, so that the legacy interface arrives at the field side
cryptographically equivalent to the platform's IP-native traffic. The internal framing,
buffering, and transport-mapping logic implemented inside the gateway is
proprietary and is not described further in this document.
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Figure 7. USB / Serial-over-IP Virtualisation — Packet Encapsulation Pipeline
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Figure 7. Encapsulation pipeline. Wire-level frames produced at the engineer workstation are wrapped
within the platform's authenticated transport before traversing the public Internet, and unwrapped by
the gateway for replay onto the field interface. End-to-end latency in same-region deployments
remains within the budget required by typical industrial diagnostic dialogues.

4.3 End-to-end behaviour, summarised

From the perspective of a configuration tool that opens a virtual COM port and writes
to a legacy variable-frequency drive, the platformn behaves identically to a directly-
wired serial cable. Internally, the application's 1/O request is captured by a kernel-
mode virtual device, the resulting wire-level frames are encapsulated and
authenticated, traverse a single outbound session to the cloud broker, and are
replayed onto the corresponding physical interface at the field side. The reverse
direction — a response from the drive — retraces the same path. Authentication
failures at any layer are not silent: they trigger a session re-key and a recorded security
event surfaced in the operational dashboard. Detailed protocol-level behaviour is
internal to the platform and is governed by the platform's certification artefacts rather
than by any reproduction in this document.
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4.4 Determinism and timing

Industrial bus protocols often impose strict inter-character timing requirements:
Modbus RTU, for instance, mandates a 3.5-character idle period to delineate frames.
Modibus addresses these timing requirements by performing the wire-level framing
on the gateway side (not the engineer side) and acknowledging or repeating frames
locally where the protocol allows. For protocols that cannot tolerate any cloud-
induced jitter — for example, certain proprietary motor-controller programming
dialogues —the platform supports an edge-anchored proxy mode in which the entire
dialogue executes within a container on the gateway, with only the high-level
command and result tunnelled to the cloud.
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5. Edge Computing and Workload Isolation

5.1 Why edge compute?

Bandwidth, latency, and sovereignty constraints make pure cloud-resident analytics
commercially unattractive for many industrial scenarios. Vibration analysis at high
sample rates produces large volumes of raw waveform data per sensor per day;
transmitting unprocessed waveforms to the cloud is wasteful when the diagnostic
value resides in a comparatively small set of extracted features (RMS, kurtosis,
envelope-spectrum peaks, and similar). The Modibus edge runtime executes such
feature-extraction pipelines locally, transmitting only the derived feature vectors to
the cloud and thereby reducing both bandwidth and the data-residency surface that
GDPR-class regulations interrogate.

5.2 Workload isolation at the edge

Customer workloads — feature extractors, protocol bridges, data-quality validators,
locally-anchored diagnostic dialogues — execute on the gateway inside an isolation
envelope built on standards-aligned operating-system primitives. Three properties
define this envelope and Figure 8 illustrates the resulting per-workload boundary.

Figure 8. Modibus Workload Isolation Envelope

Modibus Workload Runtime

Standards-aligned container runtime < two-stage image sighature verification « default-deny inter-workload policy

Workload A Workload B Workload N

Visibility partition Visibility partition Visibility partition
isolated process tree, network, isolated process tree, network, isolated process tree, network,
filesystem, identity scope filesystem, identity scope filesystem, identity scope

Resource bounding Resource bounding Resource bounding

declarative limits on compute, declarative limits on compute, declarative limits on compute,
memory, 1/O, concurrency memory, I/0, concurrency memory, 1/O, concurrency

Mandatory access control Mandatory access control Mandatory access control

kernel-level confinement kernel-level confinement kernel-level confinement
restricts privileged operations restricts privileged operations restricts privileged operations

Hardened embedded compute platform

hardware-backed key store e verified-boot anchor ¢ encrypted local storage
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Figure 8. Workload isolation envelope. Customer workloads execute under operating-system-level
isolation that partitions process visibility, network reachability, and filesystem view at a per-workload
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level, with quantitative resource bounding and a kernel-level confinement layer that further reduces
the attack surface available to a compromised workload.

5.2.1 Visibility partitioning

Operating-system-level isolation partitions the kernel's notion of global resources so
that a workload sees only its own subset. A workload cannot enumerate, signal, or
interfere with peer workloads or with the host control plane, and the network
reachable to one workload is not the network reachable to another. The platform's
default policy is uniformly restrictive: any cross-workload communication must be
explicitly declared and reviewed before it is permitted, in line with the segmentation
principle of IEC 62443-3-3 SR 5.1 and 5.2 (IEC, 2013). The specific isolation primitives,
default-deny policies, and inter-workload bridging mechanism are governed by the
platform's internal hardening profile and are not described further in this document.

5.2.2 Resource bounding

Where visibility partitioning constrains what a workload can see, resource bounding
constrains what a workload can consume. The platform enforces declarative limits on
processor share, memory footprint, storage bandwidth, and the maximum number of
concurrent processes a workload may create. Limits are declared at deployment time
and enforced by the runtime; a workload that attempts to exceed its declared budget
is throttled or terminated according to the policy that accompanies its container
manifest. The unified-policy expression and the runtime-level enforcement
mechanism are operational details internal to the platform.

5.2.3 Kernel-level confinement

In addition to visibility partitioning and resource bounding, the platform applies a
kernel-level confinement layer that further restricts the system-call surface and the
privileged capabilities available to a compromised workload. The objective is to render
the entire class of historical container-escape attack patterns inaccessible to any
workload deployed on the gateway, irrespective of the workload's own assumptions
about the host. The specific confinement profile, the syscall-allow-list, and the
capability-dropping schedule are part of the platform's certified hardening posture
and are documented in the certification artefacts rather than reproduced here.

5.3 Image supply-chain assurance

Compromise of a container image — by malicious upload, dependency-confusion
attack, or maintainer-account takeover — is widely recognised as the dominant
supply-chain risk in cloud-native deployments (CNCF, 2023). Modibus mitigates this
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hrough a mandatory two-stage signature-verification pipeline. Customer images are
first signed by the developer using a hardware-backed key; ModibusTech then
counter-signs the image after an independent provenance scan that checks for
known vulnerabilities, secrets in image layers, and unauthorised binaries. The runtime
refuses to launch any image that does not present both signatures, rejecting an entire
class of supply-chain compromise at the deployment boundary. The signing
technology and the provenance-scan toolchain are part of the platform's internal
release pipeline.

5.4 Inter-container communication

Workloads do not share a network namespace with the host. Inter-workload
communication, where required, occurs over explicit virtual bridges with declarative
allow-list policies. The default policy is deny; a customer wishing to expose a metric
from workload A to workload B must declare an explicit, one-direction, single-port
allow rule and have it counter-signed during the OTA review-board cycle. This bias
toward explicit allow-listing is consistent with the segmentation principle of IEC
62443-3-3 SR 51and 5.2 (IEC, 2013).
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6. Cryptographic Infrastructure

6.1 TLS 1.3 as the universal transport

Every external Modibus session — telemetry, interactive engineering, OTA, web
console —is bound to a single transport: Transport Layer Security version 1.3, RFC 8446
(Rescorla, 2018). TLS 1.3 is preferred over TLS 12 for four reasons: (i) the legacy
ciphersuites with known weaknesses (CBC-mode, RSA key transport, static-DH) are
removed by specification; (ii) all key exchanges are forward-secret by mandate; (iii) the
handshake is reduced from two round-trips to one, materially improving the user
experience over high-latency cellular paths; and (iv) the encrypted SNI extension
prevents trivial traffic-classification by intermediate observers.

The platform restricts negotiation to a small set of contemporary AEAD ciphersuites,
paired with forward-secret elliptic-curve key exchange and elliptic-curve certificate
signing. Mutual authentication is mandatory: a session that does not present a valid
client certificate is closed at the handshake stage with an audit-log entry. The exact
ciphersuite list, key-share preferences, and signature algorithms are part of the
platform's hardening profile and are revised on the cadence dictated by the
cryptographic-agility requirements of the underlying certification regime.

6.2 Public Key Infrastructure (PKI)

The PKI hierarchy is summarised in Figure 9(a). The Root Certificate Authority is held
offline, in a hardware-backed key store certified to a tier of FIPS 140-2 appropriate to
its custodial role, and stored in a physically secured facility. The Root issues two
segregated Intermediate CAs: one dedicated to devices and one dedicated to cloud
services. This separation enforces the principle of least privilege at the certificate-
issuance layer; a compromise of the cloud-services intermediate cannot, in itself, mint
a certificate that a Modibus gateway will accept as a peer device, and vice-versa. The
specific signature algorithms, key sizes, and validity windows in use are part of the
platform's cryptographic-agility schedule and are reviewed on the cadence dictated
by the prevailing certification regime.
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Figure 9. Modibus PKI Hierarchy and Certificate Lifecycle

(a) PKI hierarchy (b) Certificate lifecycle
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Figure 9. (a) PKI hierarchy: an offline hardware-backed Root CA, two segregated Intermediate CAs,
and per-leaf certificates with bounded validity. (b) Automated certificate lifecycle. Leaf certificates are
renewed well before expiry to ensure that operational error or transient connectivity loss never causes

a self-induced outage.

6.2.1 Manufacturer- and operator-issued device identities

Every Modibus gateway is provisioned at manufacturing time with a hardware-bound
'‘birth identity' (in the spirit of IEEE 802.1AR-2018 device-identity provisioning), and,
once enrolled to a customer tenant, additionally receives an operator-issued identity
carrying the customer-specific organisational binding. The cloud broker accepts a
connection only when both identities validate, providing a two-key cryptographic
anchor that resists both supply-chain substitution and customer-side mis-enrolment.
The internal provisioning process and identity-binding workflow are part of the
platform's manufacturing and onboarding pipeline.

6.2.2 Lifecycle automation

Manual certificate management has historically been a leading cause of avoidable
outage in industrial deployments; the failure mode is invariably the same — a leaf
certificate expires unobserved. Modibus automates the entire lifecycle (Figure 9(b)):
hardware-protected key generation, certificate signing request, issuance,
deployment, monitored use, well-before-expiry renewal, and revocation through
standardised online and offline revocation channels. Certificate-transparency logs are
continuously monitored to detect rogue issuance against any of the platform's
domain names. The internal renewal cadence and revocation-publishing schedule are
operational parameters governed by the platform's PKI policy.
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6.3 Secure Boot and Chain of Trust

On power-on, the gateway executes a verified-boot sequence in which each stage
cryptographically authenticates the next before executing it; the chain begins in
immutable on-die memory and extends, without interruption, through the operating-
system image, the runtime, and the workload images launched on top. A signature
mismatch at any stage halts the boot and surfaces the anomaly through an out-of-
band recovery channel rather than continuing into a compromised state. The detailed
boot-stage composition, key-derivation hierarchy, and recovery-channel design are
part of the platform's hardening profile and are not described further in this
document; the externally observable property — that no unsigned code executes on
the gateway under any condition — is what the platform's certifications attest to.
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7. Global Compliance and Certification Framework

The Modibus platform is engineered, manufactured, and operated under a layered
compliance regime. Each standard contributes a distinct guarantee, and the
simultaneous application of all five standards provides a coverage surface that an
audit committee can inspect along multiple orthogonal axes: information security,
sector specificity, control-system safety, quality, and privacy. Figure 12 visualises the
per-standard coverage in (a) and the standard-to-control mapping in (b).

Figure 12. Compliance Matrix — Standard < Capability Mapping
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Figure 12. Compliance matrix. (a) Radar plot of standard coverage across eight capabilities; the union
of standards approaches saturation on every dimension. (b) Standard-to-control mapping for audit
traceability.

7.1 ISO/IEC 27001:2022 — Information Security Management
System

ISO/IEC 27001:2022 specifies the requirements for establishing, implementing,
maintaining, and continually improving an Information Security Management System
(ISMS) (ISO/IEC, 2022a). Its 2022 revision restructured Annex A into 93 controls
organised under four themes — organisational, people, physical, technological — and
introduced eleven new controls of which five are directly relevant to industrial
gateway platforms: A5.7 (threat intelligence), A.5.23 (information security for use of
cloud services), A.8.9 (configuration management), A.8.16 (monitoring activities), and
A.8.28 (secure coding).
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In the Modibus architecture, the ISMS materialises as: a documented asset inventory
covering every gateway, certificate, container image, and operational privilege; a
cryptographic-asset register satisfying control A.8.24; a threat-intelligence feed
integrated with the SIEM; a 24-hour incident-response plan with measured-quarter
exercises, and a continual-improvement loop in which post-incident root-cause
analyses produce binding corrective actions, the closure of which is verified by an
independent internal-audit function. Critically, the ISMS scope explicitly includes the
cloud-resident multi-tenant infrastructure, closing the audit-of-shared-responsibility
gap that frequently appears in cloud-mediated industrial offerings.

7.2 ISO/IEC 27012 — Cybersecurity Information Sharing and
Operational Coordination

The cybersecurity-information-sharing dimension of an industrial gateway platform
— the disciplined exchange of threat intelligence, incident-response coordination,
and post-incident lessons-learned with peer organisations, sector Information
Sharing and Analysis Centres (ISACs), and national Computer Security Incident
Response Teams (CSIRTs) — is increasingly recognised as a load-bearing operational
capability rather than an optional adjunct. The relevance of this capability has grown
in step with the European NIS-2 directive's coordinated-disclosure obligations and
with the supply-chain-attestation requirements that downstream automotive and
energy customers have begun to embed in their procurement contracts.

ModibusTech aligns its operational practices in this area with the framework of
ISO/IEC 27012 on the structured exchange of cybersecurity information between
organisations, supplemented by the active guidance of ENISA and national-CERT
publications. The practical materialisation comprises four elements. First, a formal
incident-classification taxonomy compatible with the ENISA reference taxonomy,
which allows telemetry of operational interest to be shared without exposing
customer-specific identifying material. Second, a clearly governed bilateral
information-sharing agreement template that customers may invoke when their own
incident response would benefit from cross-organisation coordination. Third,
automated extraction and contribution of indicators-of-compromise to the relevant
national-CERT structured-threat-information feed (STIX over TAXII), executed only
under the customer's explicit and per-incident consent. Fourth, a documented
lessons-learned cadence following any platform-affecting event, the output of which
is published to the customer's nominated point of contact under a controlled
disclosure window calibrated to coordinated-disclosure norms.
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he objective of this layer is to ensure that the cybersecurity learning rate of the
operating fleet is not bottlenecked by the experience of any single customer site. A
vulnerability discovered in one operator's deployment becomes, through this
disciplined sharing pipeline, a hardening lesson for the entire fleet within hours rather
than the months that uncoordinated bilateral disclosure historically required. This
compounding effect is one of the principal reasons that the underwriters of cyber-
insurance policies have begun to inspect the information-sharing maturity of an
operator's platform supply chain as a non-trivial input to premium calculation.

7.3 ISO/IEC 27000-Series Sector-Specific Cybersecurity
Requirements

Beyond the generic 27001 baseline, the ISO/IEC 27000-series provides sector-targeted
extensions and implementation guidance. ModibusTech aligns its operations with the
cloud-services control set of ISO/IEC 27017:2015 (cloud-customer and cloud-provider
responsibilities), the privacy-in-cloud control set of ISO/IEC 27018:2019 (protection of
personally identifiable information processed by public-cloud providers), and the
telecommunications-sector implementation guidance of ISO/IEC 27011:2016. Together
these sector-specific addenda close the gap between an information-security
baseline and the specific obligations that arise when the controlled assets are
industrial control systems whose compromise has consequence outside the digital
domain.

The most consequential adaptations are in the areas of: (i) tenancy isolation, where
the cloud control plane must guarantee that one customer cannot enumerate, infer,
or interfere with the assets of another; (ii) shared-responsibility documentation, where
the obligations of ModibusTech, the cloud infrastructure provider, and the operating
customer are formally allocated and signed; and (iii) cross-jurisdictional data
residency, where telemetry generated in the European Union must remain within an
EU sovereignty boundary irrespective of the location of the cloud provider’'s parent
corporation. Each of these adaptations is reflected in operational runbooks and in the
contractual data-processing agreement that accompanies every customer
onboarding.

7.4 IEC/ISO 62443-1-1 — Industrial Automation and Control
System Security

IEC 62443 is the only major standard family written specifically for the security of
industrial automation and control systems, and it underpins regulatory frameworks
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orldwide, including the European NIS-2 directive's implementing acts. Part 62443-1-
1establishes the foundational vocabulary: the zone-and-conduit sesgmentation model,
the four security levels SL-1 through SL-4 (each defined by the capability of the
adversary it must resist), and the seven foundational requirements (FR1-FR7) that a
compliant system must satisfy.

Modibus implements segmentation explicitly: the OT field zone, the gateway
management zone, the cloud control zone, and the customer-engineer zone are each
defined as IEC 62443 zones with documented conduits — the encrypted TLS sessions
— between them. Foundational requirements FRI (Identification and authentication
control), FR2 (Use control), FR3 (System integrity), FR4 (Data confidentiality), FR5
(Restricted data flow), FR6 (Timely response to events), and FR7 (Resource availability)
are each met through the architectural mechanisms described in earlier sections, and
the gateway product family targets SL-2 in default configuration with an SL-3
deployment template available for high-assurance customers.

The component-level requirements of IEC 62443-4-2:2019 — applied to embedded
devices, host devices, network devices, and software applications — are
independently audited during the platform’'s annual certification cycle, and the
system-level requirements of IEC 62443-3-3:2013 are evaluated during customer-
specific solution audits. Together, the part-1, part-3, and part-4 alignment constitutes
the strongest defensible posture currently available to a cloud-mediated industrial
gateway product.

7.5 1SO 9001:2015 — Quality Management and OTA Process
Reliability

Quality management is sometimes regarded as orthogonal to cybersecurity. In the
context of an industrial gateway, this view is incorrect: a poorly governed firmware
update is functionally equivalent to a remote-code-execution vulnerability, since both
produce arbitrary code on the device under conditions outside the operator’s control.
ISO 9001:2015 (ISO, 2015) establishes the process discipline necessary to convert
“update” from an operational risk into a controllable instrument.

Three controls are particularly consequential. First, design control requires that every
change to the gateway firmware originate from a documented requirement, traverse
code review by a qualified peer, accumulate evidence of automated testing on
representative hardware, and pass an independent regression-test suite before being
signed by the release authority. Second, supplier control requires that every third-
party component (kernel, container runtime, cryptographic library) is enrolled in a
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software bill-of-materials (SBOM) and is monitored for CVE disclosures, with a defined
service-level objective for vulnerability triage. Third, non-conformance management
requires that any field-observed defect — security or functional — is logged, root-
caused, and closed under the same change-control discipline as a planned feature,
ensuring that the operational learning rate is not bottlenecked by the urgency of any
single incident.

7.6 ISO/IEC 27701:2019 — Privacy Information Management

ISO/IEC 27701:2019 (ISO/IEC, 2019b) extends the 27001 ISMS into a Privacy Information
Management System (PIMS). For Modibus, the relevance of 27701 derives from three
categories of personal data that the platform unavoidably processes: (i) identifying
attributes of human users — names, email addresses, and authentication factors of
engineers and auditors; (ii) telemetry that may, in narrow circumstances, qualify as
personal data under Article 4(1) GDPR — for example, individually associable
timestamyps of personnel logons; and (iii) operational logs whose retention policy must
satisfy both audit (typically 12 months minimum) and erasure (Article 17 GDPR ‘right
to be forgotten’) obligations.

The PIMS materialises as: a public privacy notice that enumerates lawful bases under
Article 6 GDPR for each processing activity; a register of processing activities (RoPA,
Article 30 GDPR); data-protection-impact-assessments (DPIA, Article 35 GDPR) for
high-risk processing such as biometric MFA; a sub-processor list that is contractually
constrained to maintain equivalent guarantees; and a documented breach-
notification procedure aligned with the 72-hour deadline of Article 33 GDPR.
Telemetry is, by default, pseudonymised at the gateway (replacing direct identifiers
with cryptographic hashes) before transmission, and the cloud retention policy aligns
each data category with a justified retention period rather than the default ‘keep
everything forever’ posture that has been the source of multiple supervisory-authority
sanctions in recent years.

. P 31of44
Secure Industrial Remote Access and lloT Edge Gateways ageslo

CISO - IT/OT Architects - Compliance Officers - Senior Plant Engineers



Modibus Technical Whitepaper

8. Device Management and lloT Capabilities

8.1 Centralised remote-access governance

The cloud console aggregates, for every active deployment, the inventory of gateways,
the inventory of remotely accessible assets behind each gateway, the inventory of
users entitled to access any subset of those assets, and the policy expressions that
resolve a (user, asset, action) triple to an allow or deny decision. Role-based access
control (RBAC) provides the coarse-grained role assignments — typically
Administrator, Operator, Auditor, Read-only — and attribute-based access control
(ABAC) refines those roles with contextual conditions: time-of-day windows, IP-
geography constraints, device-posture thresholds, and explicit change-control ticket
numbers. Policy expressions are evaluated by a centralised policy-decision engine; the
underlying policy-language and engine implementation are part of the platform's
internal control plane.

Every authorisation decision is logged with: the subject identity, the asset identity, the
action, the timestamp, the policy version that resolved the decision, and a hash of the
decision context. Logs are sealed with a per-day Merkle root that is anchored
externally, providing tamper-evidence sufficient for forensic admissibility under the
European Union's eIDAS Regulation.

8.2 OT integration: NAT 1:1 and protocol bridging

A common deployment pattern places hundreds of identical machines, each behind
its own gateway, into the same cloud tenant. The IP address ranges of these machines
often collide, since each plant network was numbered in isolation. Modibus addresses
this through one-to-one NAT (NAT 1.1) at the gateway: each downstream machine
receives a unique virtual address in a tenant-wide private space, while continuing to
operate with its on-plant IP unchanged. This eliminates the renumbering project that
would otherwise be required and makes fleet operations on identical-by-design
machines tractable.

Native bridges are available for the most prevalent industrial protocols: Modbus
TCP/RTU, Profinet, EtherNet/IP, OPC UA, BACnet/IP, and S7/Step7. Each bridge
translates between the on-plant protocol and a uniform internal representation,
allowing a single dashboard, alerting rule, or analytics pipeline to consume data from
heterogeneous fleets without per-protocol customisation.
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8.3 Live KPIs, MQTT subscription and APIs

In addition to interactive engineering, the platform exposes a RESTful APl and a
streaming MQTT subscription for programmatic consumers — typically the
customer's manufacturing-execution system (MES), enterprise asset management
(EAM), or business-intelligence stack. The REST API is documented as an OpenAPI 3.1
specification with rate limits, audit logging, and OAuth 2.0 client-credentials
authentication; the MQTT subscription topology is multi-tenant by design, with topic
ACLs enforced at the broker level using the same per-device certificate identities
described in §3.3.1.

8.4 Firmware and software lifecycle

Firmware updates are signed by the release authority, distributed through a content-
delivery network, and applied by the gateway in a dual-bank scheme: the new
firmware is written to the inactive bank, verified by signature and integrity hash,
executed in a verification mode that exercises a known-good test pattern, and only
then promoted to the active bank with the previous firmware retained as fallback. A
failed update — by any cause, including power loss during the verification stage —
automatically reverts to the previous firmware on the next boot, eliminating the
bricking risk that has historically deterred operators from regular patching. Update
windows are scheduled, can be vetoed in real time by the operator, and are logged for
compliance reconstruction.
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9. Techno-Economic Analysis: TCO and ROI

9.1 Total cost of ownership model

A defensible total-cost-of-ownership (TCO) model for an industrial remote-access
platformm decomposes into five categories: (i) hardware capital expenditure, (ii) cloud
subscription, (iii) avoided downtime, (iv) avoided travel, and (v) implicit insurance value
of cyber-incident risk reduction. The first two categories are visible expenditures; the
latter three are opportunity savings that materialise on the corporate income
statement only through careful causal attribution.

9.2 Avoided-downtime quantification

To illustrate the arithmetic of the loss model rather than to claim a result from any
specific deployment, we apply the L_annual = N - MTTR - C_h identity from §2.3 with
parameters drawn from published industry benchmarks. Taking an indicative MTTR
reduction in line with the published benchmark range cited in §2.3 (a transition from
on-the-order-of 500 minutes to on-the-order-of 66 minutes, an approximately 87 %
reduction), and a discrete-manufacturing site characterised by N =12 critical incidents
per year and C_h = €12,000 per hour, the model yields:

L_legacy =12.(500/60)-12,000 =€1,200,000/year
L_modibus =12-(66/60)-12,000 =€158,400/year
A_savings = €1,041,600 / year

In an illustrative arithmetic of this kind, the avoided-downtime category dominates
the TCO surface by an order of magnitude relative to the platform subscription. Even
after applying conservative discount factors — for instance, attributing only one-third
of the MTTR reduction to remote-access enablement and the remainder to
organisational improvements that would have occurred independently — the saving
remains in the high six-figure euro range and produces the cumulative cash-flow
shape shown in Figure 10(a). Practitioners are encouraged to substitute their own
incident-frequency, hourly-loss-rate, and discount parameters before drawing site-
specific conclusions.

. P 4 of 44
Secure Industrial Remote Access and lloT Edge Gateways age 340

CISO - IT/OT Architects - Compliance Officers - Senior Plant Engineers



Modibus Technical Whitepaper

Figure 10. Tekno-Economic Analysis — TCO and ROl Projection

(b) Indicative ROI by industry segment
(a) 36-month cumulative cash-flow (published industry benchmarks)
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Figure 10. (a) Indicative 36-month cumulative cash-flow under the illustrative parameters of §9.2,
showing model break-even between the seventh and tenth month. (b) First-year ROl and payback
period across five industry segments, drawn from published benchmark studies of comparable
remote-access programmes.

9.3 Industry benchmarks

Figure 10(b) reports first-year ROl and payback periods across five industry segments,
drawn from published benchmark studies of analogous remote-access deployments
rather than from any individual Modibus engagement. The energy and utilities
segment exhibits the most favourable economics in this benchmark set, primarily
because the per-incident cost in that segment is dominated by regulatory penalties
for service-level-agreement violations, against which an MTTR reduction is a direct
mitigant. Smart mobility and building automation produce the longest paybacks,
primarily because individual incident costs in those segments are smaller in absolute
terms; even there, however, the payback remains comfortably within the depreciation
window of the gateway hardware itself. Operators evaluating the platform are
encouraged to construct a segment-specific economic case using their own loss-rate
evidence rather than relying on cross-segment averages.

9.4 Implicit insurance value

A defensible TCO must also reflect the implicit insurance value of cyber-incident risk
reduction. The actuarial expected value of an industrial cyber incident — calculated as
the product of incident probability and conditional loss — is non-trivial; published
estimates for mid-market manufacturers cluster in the €0.4—€2.1 million range per
facility per decade (Marsh, 2024). A platform that demonstrably reduces both the
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probability of incident initiation and the conditional loss reduces the actuarially fair
insurance premium, and is increasingly being accepted by cyber-insurance
underwriters as a precondition for either coverage at all or for coverage at favourable
rates. While this implicit value does not appear directly on the balance sheet, it is a
real economic quantity and is becoming visible in renewal-cycle premium

negotiations.
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0. Case Studies

The three deployments described in this section are drawn from the platform's
operational record. Customer identities, exact equipment counts, vendor names, and
proprietary commercial figures have been omitted or generalised to preserve
commercial confidentiality; the architectural pattern, the engineering challenge,
and the qualitative outcome of each project are preserved. Each case is presented
because it is representative of a broader pattern that recurs across the deployment
portfolio. The reader is invited to treat the cases as architectural narratives rather
than as financial disclosures.

10.1 Case A — Press-line SCADA modernisation in a German
rubber-compounding plant (Hannover region)

A long-established rubber-compounding and press-moulding plant in the Hannover
region of Lower Saxony operates a heterogeneous park of hydraulic and toggle
presses spanning multiple decades of installation. The plant produces precision
sealing, anti-vibration, and gasketing components destined principally for European
automotive and industrial original-equipment manufacturers. Two characteristics
dominate its engineering profile. First, the press-controller estate is a vintage
spectrum: early electromechanical units coexist with modern PLC-based stations on
the same shift schedule, and the plant electrical engineering team is, by necessity,
fluent in three generations of bus protocols. Second, every press is mission-critical in
the operational sense — an unplanned stop on any single press shifts the production
schedule of the downstream cure-and-finish queue and propagates rapidly into
customer delivery commitments.

The pre-existing remote-support arrangement relied on an aging IPsec concentrator
with shared engineering credentials. It satisfied none of the three internal stakeholder
groups. The plant electrical engineering team found it slow and intermittently
unreachable from the press-control vendor's service network. The corporate
information-security function had repeatedly flagged the concentrator during
ISO/IEC 27001 surveillance audits, on grounds of credential sharing, inbound port
exposure, and inadequate session-level logging. The press-control vendor, called in for
second-line escalations, found that its service technicians were defeated by network-
reachability problems before they could reach the device they were dispatched to
repair.

Modibus MB213 gateways were installed in DIN-rail enclosures alongside each press

control cabinet. The integration consumed three principal southbound interface
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families: Modbus TCP on the modern PLC-based cells, Modbus RTU on the older relay-
and-PLC cells, and a USB-over-IP path for the proprietary serial programmers that the
press-control vendor still supports for its earliest hardware generations. Cycle-time,
hydraulic-pressure, and vibration telemetry was published northbound over MQTT to
the corporate manufacturing-execution system, which had previously consumed
plant data only through a once-daily batch export. The legacy IPsec concentrator was
retired in the same change-window: the perimeter firewall was reconfigured to deny
all inbound connections to the operational-technology segment, eliminating a long-
standing audit finding in a single architectural step.

Operational outcomes after the first full quarter were qualitatively as expected. The
interval between a service-call escalation and the moment the responsible engineer
was actively interacting with the affected press shrank materially, with the dominant
component of the saving attributable to the elimination of physical travel for
diagnoses that, in retrospect, did not require physical presence. The press-control
vendor reported a corresponding reduction in unplanned travel for the same
population of escalations and a redistribution of its field-service workforce toward
planned preventive interventions. The information-security function closed the
historical audit finding on the strength of the IEC 62443-3-3 SL-2 evaluation report and
the new outbound-only network posture. The architectural pattern is now used
internally as the reference for the operator's remaining German and Central European
facilities.

10.2 Case B — ISO 50001 energy-monitoring backbone for a
Budapest-region automotive supplier

A first-tier automotive supplier in the Budapest metropolitan area operates an
integrated foundry, machining, and sub-assembly facility exporting principally to
German-speaking original-equipment manufacturers. The plant's sustainability
commitments are driven simultaneously by three converging pressures: customer
purchasing requirements that increasingly demand verifiable per-component carbon
footprints, national energy-tax provisions that reward measurement granularity with
fiscal incentives, and the European Corporate Sustainability Reporting Directive
(CSRD), which obliges the parent group to publish auditable energy and emissions
data at a level of resolution that the legacy measurement infrastructure could not
support.

That legacy infrastructure consisted of a small number of utility-grade revenue meters
at the plant boundary, supplemented by manually-read sub-meters whose monthly

readings were transcribed into a corporate spreadsheet. Neither the temporal
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granularity nor the evidentiary quality of this arrangement was adequate for 1SO
50001 certification, for the customer purchasing audit, or for CSRD disclosure.
Replacing the metering hardware was straightforward in principle and complicated
in practice: the meters speak Modbus TCP and Modbus RTU, distributed across a
foundry with high electromagnetic noise, and the auditable transport from meter to
ledger was as important as the measurement itself.

Modibus WR-401 gateways were placed at the panel level alongside a refreshed fleet
of three-phase power-quality meters distributed across the principal energy
consumers — induction furnaces, machining-cell servo drives, hydraulic power packs,
compressed-air generation, and the utility-air-handling units. Each meter exposes its
registers over Modbus TCP or RTU; the gateway aggregates and tags every
measurement with a stable asset identifier, a process-state label inferred from the
local manufacturing-execution system, and a tamper-evident timestamp. Telemetry
traverses the same outbound TLS 1.3 transport described in §3, lands in an MQTT topic
hierarchy partitioned by plant area and consumption category, and is consumed by
the customer's analytics stack alongside production-volume data from the MES.

Three operational properties of the deployment are worth noting. First, the energy
ledger is signed and Merkle-root-anchored at the gateway, satisfying the ISO 50001
expectation for non-repudiable measurement evidence even if the downstream
analytics platform is later replaced. Second, the platform's attribute-based access-
control allows the corporate energy-management team and the external surveillance
auditor to reach precisely the data they need, and nothing else, without provisioning
permanent VPN credentials of the kind that historically tend to accumulate without
governance. Third, the same outbound-only transport that carries energy telemetry
also carries condition-monitoring data for the compressed-air installation, which
means the customer's sustainability and reliability engineering functions now operate
on a shared evidence base — a coordination outcome that, by the customer's own
account, was internally more consequential than the technical deployment that
produced it.

The plant achieved its ISO 50001 certification at the first audit cycle following the
deployment. The energy-management team reports that several previously invisible
inefficiencies — including an oversized compressor staging during low-demand night
shifts and a foundry-extraction fan whose duty-cycle had drifted upward over a multi-
year period — were identified and corrected within the first half-year of granular data
availability. The same dataset now feeds the CSRD reporting workflow as its primary
source of energy evidence.
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0.3 Case C — Structural health monitoring for a landmark
commercial tower in Paris

A landmark commercial high-rise on the southern edge of Paris was instrumented
during construction with a structural-health-monitoring (SHM) network covering the
principal load-bearing elements. The tower's prismatic geometry, its embedment of
mixed-use occupancies on a constrained urban plot, and its hybrid concrete-and-steel
primary structure made the structural design conservative but also rich in monitoring
requirements. The engineering-of-record committed at design stage to a continuous
instrumentation programme spanning the construction period and the first decade
of occupancy, with the data feed serving both the contractor during commissioning
and the structural-engineering consultancy responsible for long-term verification
under the relevant Eurocode provisions.

The instrumentation envelope comprises foil strain gauges bonded to selected
reinforcement and steel members, fibre-optic strain interrogators on the most heavily
loaded primary elements, accelerometers tuned for ambient-vibration modal
identification, inclinometers on the principal cores, and temperature compensators
co-located with every strain channel for thermal correction. The aggregate sensor
count is in the low hundreds, distributed across many junction enclosures vertically
through the structure. Each enclosure mounts a Modibus MB213 gateway. The
gateways present a uniform northbound interface — outbound TLS 1.3 to the EU-
resident broker — irrespective of a heterogeneous southbound fan-out that includes
RS-485 strain interrogators, 4-20 mA conditioning modules, and proprietary digital
interfaces specific to the fibre-optic interrogator family chosen at design stage.

Three properties of the platformm proved decisive in the structural-engineering
consultancy's assessment of the data infrastructure. First, the read path to the
consultancy itself is rigorously segregated from the read paths available to the
building owner and to the facility-management contractor: the consultancy receives
every channel at full sample rate, the owner receives a curated dashboard of headline
indicators, and the facility-management contractor receives only those channels
relevant to maintenance escalation. The platform's attribute-based access-control
expresses this segregation as policy rather than as plumbing, which materially
simplified the data-governance schedule of the maintenance contract. Second, the
data is signed and tamper-evident at the gateway, which is contractually relevant: in
the event of a future structural-performance dispute, the SHM ledger is admissible as
evidence with cryptographic provenance, rather than as a database export of
unknown chain of custody. Third, the platform's edge-anchored proxy mode permits
a small set of pre-approved analytical pipelines — modal identification, drift trending,

. P 40 of 44
Secure Industrial Remote Access and lloT Edge Gateways agefvo

CISO - IT/OT Architects - Compliance Officers - Senior Plant Engineers



Secure Industrial Remote Access and lloT Edge Gateways

Modibus Technical Whitepaper

N

' I_";cemperature—compensated strain reduction — to execute on the gateway itself,
transmitting only the derived quantities northbound. This reduces the bandwidth
budget materially and, more importantly, ensures that high-rate raw structural data
does not leave the EU sovereignty boundary except in derived form, which the
project's data-protection impact assessment had identified as a material concern.

Since commissioning, the platform has supported the routine surveillance reporting
cadence and has, on at least one documented occasion, contributed to the diagnosis
of an unanticipated dynamic mode that traced ultimately to a mechanical-services
rooftop installation. The modal-identification pipeline isolated the anomalous
frequency content within hours of its first appearance; the structural-engineering
consultancy correlated it with the activation of the relevant equipment item; and the
resolution — a retuning of the equipment's vibration mounts — closed the matter
without intervention to the primary structure. The case is now cited internally by the
platform operator as a reference for projects in the civil-infrastructure and large-asset-
monitoring segments, where the combination of evidentiary integrity, fine-grained
access segregation, and edge data reduction maps directly onto the dominant
procurement criteria of the segment.

10.4 Common patterns and lessons

Across the three cases, three patterns recur that we believe are general rather than
specific to the deployments described. First, the dominant economic value is rarely
the headline 'remote diagnostics' feature alone; it is the elimination of a slow process
step — physical travel, manual evidence gathering, separate-and-divergent data
infrastructures across functions that should have been collaborating — that previously
bottlenecked an entire workflow. Second, customer information-technology and
operational-technology teams converge on a shared technical language earlier than
expected once both sides see the same audit log, rendering the historical IT/OT
cultural gap less obstructive than the legacy literature suggests; the platform's audit
ledger functions, in effect, as a shared reference document around which both teams
can coordinate without reopening older organisational disputes. Third, the regulatory
and audit narrative — 'why is this safe and on what evidence?' — is invariably the
longest and most consequential conversation in the procurement cycle, and the
existence of formally certified standards alignment converts that conversation from a
speculative exchange of opinions into an evidentiary review of attestations and
reports.
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0.5 IT/OT alignment as a strategic outcome

A subtler but ultimately more durable outcome of these deployments is the
institutional reorganisation that the platform encourages. Customers report that,
having deployed a single audited remote-access channel, the previously diffuse
responsibility for 'who can do what to plant equipment, on what authorisation,and on
what evidence' collapses into a small, knowable, change-controlled set of policy
expressions held in a single place. This concentration is itself the principal
cybersecurity dividend: a security architecture that nobody fully understands cannot
be defended, regardless of the strength of its individual cryptographic primitives. The
platform's contribution, as the customer testimony in these three cases makes clear,
is at least as much organisational as it is technical.
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11. Conclusion

The architectural and economic analysis presented in this whitepaper supports a
simple thesis: industrial remote access is no longer a niche operational
accommodation, but a regulated, strategic, and increasingly intricate infrastructural
concern. The convergence of IloT data demands, cyber-insurance underwriting
requirements, sector-specific regulation (NIS-2, the Cyber Resilience Act, GDPR,
sectoral GMP and ATEX regimes), and the documented cost of unplanned downtime
makes a defensible answer to the question ‘who can do what to which asset, when,
and on what evidence?' a strategic deliverable rather than a tactical convenience.

Modibus answers this question by combining four design choices that, taken
together, are uncommon in the contemporary industrial-gateway market. First, a
Zero-Trust transport built on outbound-only TLS 1.3 mutual authentication, rendering
the platform invisible to opportunistic Internet reconnaissance. Second, USB and SOIP
virtualisation that brings legacy field equipment under a modern cryptographic
envelope without firmware modification. Third, an OCl-compliant edge container
runtime that allows customer-specific workloads to execute in formal isolation from
the network-control plane, governed by Linux hamespaces, cg v2, and Linux Security
Modules. Fourth, and indispensably, a regulated-by-design compliance posture
spanning ISO/IEC 27001, ISO/IEC 27012, the relevant ISO/IEC 27000-series sector
extensions, |IEC/ISO 62443-1, ISO 9001, and ISO/IEC 27701. The first three choices make
the platform technically sound; the fourth choice makes the platformn admissible in
the audit and procurement processes that decide whether technically sound
platforms are actually deployed.

The economic case follows from the architecture, not the other way around. The
substantial reduction in MTTR observed in published industry benchmarks for
analogous remote-access programmes is not a marketing statistic; it is the arithmetic
consequence of eliminating the largest contributor to wall-clock time-to-restoration
— the travel of qualified personnel — while preserving the integrity guarantees that
make remote action defensible at all. Sub-annual payback periods are reported across
the principal industrial sesgments in those same benchmark studies, placing platforms
of this class in the small set of industrial cybersecurity investments whose business
case does not require recourse to risk-of-incident arguments alone.

Industrial cyber-physical systems will continue to absorb increasing volumes of data,
deeper integration with cloud-resident analytics, and more aggressive regulatory
scrutiny. The platforms that will carry that absorption are the platforms that combine
technical depth, regulatory legibility, and operational economy. Modibus is
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engineered to be such a platform, and this whitepaper has attempted to explain — at
the level of detail that a doctoral-trained engineering or audit reader requires —
exactly why.
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